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Resilience after Key Leakage: Forward Security

• Key leakage: severe issue for key establishment – all data immediately in danger
• Mitigation: forward security – old data still safe
• Efficient in interactive key-exchange protocols and mandatory in TLS 1.3 with 1-RTT
• 99% of Internet sites surveyed by Qualys SSL Labs support it
• Highly recognized by industry: Google, Apple, Meta, Microsoft, Cloudflare, …

However: much harder in non-interactive settings!
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Non-Interactive Forward Security

• Requirements: long-term fixed public key, (minimum to) no state between entities
• Particularly the case in modern distributed settings with many decentralized entities
• Deployed by, e.g., Dfinity in their non-interactive distributed key generation and key
resharing protocol

How to even achieve this?
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Test

Epoch-based synchronization [Canetti-Halevi-Katz 2003], compact parameter sizes (independent on # of epochs), coarse-grained
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Fine-Grained Forward Security: Puncturable Encryption

• Problem: loose synchronization required for practicality
• However: no forward-security guarantees for data within epochs
• Solution: Puncturable Encryption (Green & Miers 2015)
• Result: fine-grained forward-security guarantees for all data non-interactively
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Tag-based approach (no synchronization required for sufficiently large tag space), fine-grained
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Puncturable Encryption

• Common encryption scheme + puncture: (pk, (sk, ε)) ← KeyGen, Enc, Dec, Punc
• Encryption: returns (C, t1) ← Enc(pk, t1,M)

• Puncturing: returns (sk, t1) ← Punc((sk, ε), t1)
• Properties: (sk, t1) no longer useful to decrypt ciphertexts associated to t1 (such as
(C, t1)), but still all others with t2, . . .

• Distinguishing feature: repeated puncturing of secret keys (add more tags to the
secret key, exclude more ciphertexts from being decryptable)
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Appl. I: 0-RTT Key Exchange with Forward Security and Replay Protection

• Goal: send cryptographically protected payload non-interactively (i.e., in 0-RTT) with
forward security and replay protection

• Incentive: reduce network communication costs

Problem: conventional key establishing modes (e.g., TLS)
need at least one round trip (1-RTT) to achieve forward security
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Forward-security guarantees, but 1-RTT before first payload message. Is this necessary?
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0-RTT, but no forward-security guarantees for early data.
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Forward security and replay protection in 0-RTT [GHLJ17, DGJSS21],

evaluation for QUIC [DDG+20], integration in OpenSSL [Ram21], using time-based puncturable encryption
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Appl. II: Forward-Secure Content Distribution Networks

• Goal: Content Distribution Networks distribute TLS secret keys closer to customers
• Incentive: low-latency content distribution
• Solution: restrict access to secret keys – e.g., Cloudflare’s Geo Key Manager allows
access for certain locations while restricting access for co-locations

Problem: conventional CDNs do not ensure forward security,
i.e., customer keys may leak once a (co-)location key leaks
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Allow-/deny-list (ALDL) encryption adds forward security via (enhanced) Puncturable Encryption [DRSS21] 20



Takeaways

• High demand in increasing resilience of secret keys
• Puncturable Encryption offers a simple solution on the cryptographic level,
particularly for modern distributed and non-interactive scenarios

• Several applications and growing research interest: 0-RTT KE with forward security
and replay protection, forward-secure CDNs, Searchable Encryption, mobile Cloud
Backup, Tor, Updatable Encryption, …
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